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Document Control 

A. Document Information 

Document Name Information Security Management System Policy 

Document Number ECHO-ISMS-L1-01 

Version 1.0 

Approval Date 13/01/25 

Document Location and 
Access 

This document will be maintained as an electronic copy in a 
storage/portal/file server and shared with the appropriate stakeholders 
according to the document distribution list by mail/portal/Access 
Authentication. One set of printed and signed hard copies will be kept in 
the custody of CISO. 

Document Control 

This document is for the use of ECHO. Any document sharing with 
external entities without the approval of the authority is strictly 
prohibited and is subjected to forward for disciplinary action for such 
activity. Any unauthorized modification is strictly prohibited. Please 
refer to the author/owner should there be any need for clarification or 
additional information about the document. All the amendments will be 
maintained as per the “Document Control Procedure”. 

Document 
Classification 

This document is classified as ‘Private’. Information/ document could be 
used/ disclosed with authorized persons according to document 
classification. 

Conformity 

Any practice deemed required by the Regulatory Body, Government, 
Standard, and Other relevant standards/ frameworks/ directives and 
Applicable Local/ International Laws will override the entire or any part 
mentioned in this document. 

Recommendation Users of this document are responsible for using only the latest version. 

Enforcement 
This document shall be released and come into force with effect from 
the date of Approval. 

Retention & Disposition 

The main hard copy of any obsolete version of the document will be 
retained for a minimum of 02 Years, whereas the soft copy of the 
document will be retained for a minimum of 12 years. The copies 
distributed among the users will be invalid immediately after the 
publication of the new version and will be destroyed as per the Asset 
Disposal Procedure. Any regulatory or legal requirement will overrule 
this retention period. 

Review Frequency 
This document and the content statements of the document will be 
reviewed annually on a demand basis. 
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01 Managing Director & CEO 

02 CISO 
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04 All Divisional/ Departmental Head of ECHO 

05 Respective Employees of the Department 
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Information Security Management System (ISMS) Policy 

EchoLogyx Ltd. (ECHO) is committed to safeguarding the highest standards of information 
security throughout its operation. EchoLogyx Ltd. strives to provide the best personalization, 
development, testing, design, QA & recognizes the critical importance of protecting the 
confidentiality, integrity, and availability of the information assets entrusted to us by our 
clients, partners, and stakeholders. Our Information Security Management System (ISMS) is 
structured to comply with the ISO/IEC 27001:2022 standard, reflecting our commitment to 
maintaining a robust security framework that supports both our business objectives and 
regulatory obligations. 

We are fully dedicated to securing sensitive data against unauthorized access, preventing data 
loss, misuse, or alteration, and ensuring the availability of information to authorized 
personnel. Our ISMS allows us to proactively identify, assess, and mitigate security risks while 
fostering a culture of continuous improvement through regular risk assessments, audits, and 
management reviews. We recognize that information security is a shared responsibility, and 
as such, we ensure that all employees are adequately trained and equipped with the tools and 
knowledge necessary to protect the organization’s assets and fulfill our security objectives. 

At ECHO, we adhere to all relevant legal, regulatory, and contractual requirements related to 
information security. Our approach to security is grounded in risk management, ensuring that 
security controls are appropriate to the risks faced by our organization while remaining aligned 
with our strategic goals and operational needs. By embedding security practices within our 
processes and regularly reviewing the ISMS, we ensure that it remains effective, up-to-date, 
and adaptable to the evolving business landscape and emerging security threats. 

This policy underscores ECHO’s unwavering commitment to the protection of our information 
assets and the continuous enhancement of our security posture. It will be reviewed 
periodically to ensure alignment with our business strategy and the evolving regulatory 
environment, ensuring that we continue to meet the expectations of all our stakeholders. 

This ISMS Policy for EchoLogyx Ltd. mirrors the commitment to security and aligns with their 
organizational goals while adhering to ISO/IEC 27001:2022 ISMS Compliance Standard. 
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